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f/\Nhy IS encryption important in PG?

#Data
postgres=# select
cl | c2

1 | boo

2 | postgresql
2 | password
(3 rows)

#Datafile

/pgdata/base/14187/16384

* from tl;
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https://blog.naver.com/geartec82/221989813505?trackingCode=blog_bloghome
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https://blog.naver.com/geartec82/221989813505?trackingCode=blog_bloghome_searchlist

What is TDE?




What is TDE? L

TDE(Transparent Data Encryption)2| 7|2
MEHE HO|HE C[A30| M| Mo Xise =
e e sl 522ot= AL O
S8 = -O|LI AV EERZ Ao e =09 E N 2R
l:lAl:iL’||:|>

2|= H|O[E 0] A0f
=95t H0[HE

o]
_L
Ot
=

- NEE HO|E m /ey It S et o}

- oty el o8 /Ly
" O|0|H =9t 7| (DEK)
" OrAE 7] (MK)




TDE Master key Mgt (1)

i
e

User App Database

../keyring/tde.file

SELECT
pg_tde_add_key provider_ file(

'pgtdename’,

‘/var/1lib/pgsql/16/keyring/tde.file’

Master Keys




f/ TDE Master key Mgt (2) i




Encrypt Key Management
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Internal / External

SELECT pg_tde_set_principal_key(
"my-principal-key’,
'file');

Data Encrypted
T Encryption Datafiles

Key #1 0]

Data Encrypted
Encryption Datafiles

Key #2

Database Server



https://www.kisa.or.kr/2060305/form?postSeq=7&lang_type=KO&page=#fnPostAttachDownload

Ext.pg_tde

pg_tde

& Note

This is the Beta version of the extension and is not recommended for production use yet. Please use it in testing
environments only.
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https://github.com/percona/pg_tde

None TDE Encrytion

CREATE TABLE albums

(

album_id INTEGER GENERATED ALWAYS
IDENTITY PRIMARY KEY,

artist_id INTEGER,

title TEXT NOT NULL,

released date NOT NULL
s

insert into
albums(artist_id, title,released)
values(1, '1ine20240814"' ,now());

|o=m




TDE Encrytion

CREATE TABLE albums_tde

album_id INTEGER GENERATED ALWAYS AS
IDENTITY PRIMARY KEY,

artist_id INTEGER,

title TEXT NOT NULL,

released date NOT NULL

) using pg_tde;

insert into albums_tde(
artist_id,title,released)
values(1l, '1ine20240814' ,now()
)H




Backup file

#Remote Backup
pg_basebackup -R -D ${PGDATA} -h
source_db_ip -p port -U postgres

#If you don't have a master key file

postgres=# select * from albums_tde;
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DSS

COMPLIANT

PCI DSS

PCI DSS(Payment Card Industry Data Security Standard)= ZX| 7t= FA NN 7= ARXte
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PCI DSS on PG t
Requirements @ =/ Solutions

DSS

ccccccccc

rl. GlO[& =t s1. TDE, pg_crypto

r2. HH0 s2. pg_bouncer, pg_hba.conf

r3.21& s3. pg_bouncer(sha-256, open sshv1.1)
r4. PZEE Masking (PAN) s4. DataMasking

5. &A 75/ 7] 2ot 54 s5. pgAudit

r6. HIO|E 20| AJO[Z e s6. External Partitioning / pg_partman



Ext.Anonymizer

Masking function

POStg re S- Q L lgifzjalf:.i]i::/Dynamic
An o nym I ze r Data Generalization

randomization, faking,
partial scrambling, shuffling, noise

https://postgresql-anonymizer.readthedocs.io/en/stable/



https://postgresql-anonymizer.readthedocs.io/en/stable/

Ex. Data Masking

sudo dnf install -y https://download.postgresql.org/pub/repos/yum/reporpms/EL-8-x86_64/pgdg-redhat-
repo-latest.noarch.rpm
$sudo yum install postgresql_anonymizer_16

postgres=# ALTER DATABASE postgres SET session_preload_Tlibraries = 'anon’;
postgres=# CREATE EXTENSION anon CASCADE;

postgres=# SELECT anon.init(Q);

postgres=# SELECT anon.start_dynamic_masking();

postgres=# postgres=# create table people (
id varchar(20),
firstname varchar(20),
Tastname varchar(20),
cellphone varchar(11l)
)
postgres=# insert into people values ('ktds', 'sangkee', 'kim','01000000000');




f/ Fake Data / Data Masking

postgres=# select * from people;
id | firstname | lastname |

postgres=# CREATE ROLE outsider LOGIN;
CREATE ROLE

postgres=# SECURITY LABEL FOR anon ON ROLE
outsider IS 'MASKED';

SECURITY LABEL FOR anon ON COLUMN
people.lastname
IS 'MASKED WITH FUNCTION anon.fake_last_name()';

SECURITY LABEL FOR anon ON COLUMN
people.cellphone

IS '"MASKED WITH FUNCTION
anon.partial(cellphone,2,§$******gg 25",

cellphone

ktds | sangkee | kim

(1 row)

| ©1000060080

postgres=# |J

res outsider
d to database "postgres" as user "outsider".
'Frnm nﬂnn]_n 'I

| lastname | cellphone

p— -

| f1*

postgres=# \c p
You are now c
postgres=> select

id | firstname
R Fomm e F---
ktds | sangkee | Kerluke
{1 row)

select

* from peoplz ;
| lastname | cellphone

postgres=:
id | fir
I 4
ktds | sangkee
{1 row)
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Benchmark Result

O O O
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Tools : HammerDB
Senario: TPROC-C
Size : 2000 warehouse ( 200GB)
vUser : 75 Client

Running Time : 1 Hour

https://www.enterprisedb.com/blog/TDE-Postgres-Advanced-Server-15-Launch
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Benchmark Test (HammerDB)
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Thanks!

Do you have any questions?

geartec82@gmail.com
+82 10 2508 0800
https://www.linkedin.com/in/geartec82/
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